THE LATEST USES OF Al IN BUSINESS & DIGITAL TRANSFORMATION - EXPERIENCE TRANSFORMATION - 2026

WHITEPAPER - 2026 EDITION

The Latest Uses of Al in
Business & Digital Transformation

A C-Suite Strategic Brief for Global Fortune 500 Executives

AUTHOR

Dan Collins

Founder & Managing Partner, Experience Transformation

Global Chief Transformation Officer - CNBC International Commentator

Experience Transformation | xptransform.com

Strategic Briefing - Financial Services Focus - Published May 2026

© 2026 Experience Transformation Ltd. - Confidential Page 1



THE LATEST USES OF Al IN BUSINESS & DIGITAL TRANSFORMATION - EXPERIENCE TRANSFORMATION - 2026

Executive Summary

Three years ago, the question facing every Fortune 500 board was whether to invest in artificial
intelligence. That question has been settled. According to McKinsey's State of Al 2025 research, 88% of
organisations now use Al in at least one business function, and 72% are using generative Al — up from
just 33% in 2024. The technology has moved from the periphery of strategy to the core of operating
models, with global Al agent spend forecast to reach $1.4 trillion by 2027 (IDC).

The question now is materially different. It is no longer whether to deploy Al, but whether your
organisation is capturing value from the Al it has already deployed. Here the data is sobering: only 39% of
organisations report measurable EBIT impact from their Al investments, and McKinsey's research
identifies just 1% of organisations as having mature Al strategies. Roughly two-thirds have not yet begun

scaling Al across the enterprise. The adoption rate is 88%. The maturity rate is 1%.

This brief examines what separates the leaders from the field — with particular focus on financial services,
where regulatory complexity, customer expectations, and data abundance combine to create both the
highest opportunity and the steepest execution challenge. We profile production deployments at
JPMorgan Chase ($1.5-$2 billion in annual Al-generated value), Lloyds Banking Group (£50M delivered in
2025, £100M+ targeted for 2026), NatWest, HSBC and Barclays across the UK Big Four; Bank of America,
BBVA, ING, BlackRock and Morgan Stanley; and the insurers Aviva, AXA, Zurich, Lemonade and Tractable.
We address the divergence between the EU's prescriptive Al Act and the UK's deliberately pro-innovation
regulatory posture, and translate what these institutions are doing — and what they have spent years

learning — into an action agenda for Fortune 500 C-suites in 2026.

We also examine the contrarian evidence honestly. Goldman Sachs published a March 2026 analysis
finding no meaningful relationship between Al adoption and productivity at the economy-wide level,
despite $667 billion in projected 2026 hyperscaler capex. A February 2026 NBER study of 6,000 executives
found the vast majority of companies see no productivity impact from Al. The reality in 2026 is
asymmetric: Al is delivering 30%+ productivity gains in narrow, well-implemented use cases, while the
majority of organisations show little measurable impact. The difference is not technology. It is execution

discipline.

The strategic argument of this brief is simple: Al is no longer a technology decision; it is a leadership,
operating model, governance, security, and workforce decision. The organisations that understand this
and act on it will compound their advantages year after year. Those that continue to treat Al as an IT

initiative will find themselves on the wrong side of the gap that is forming in 2026.
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“Al adoption is table stakes. AI maturity is the differentiator. And most
organisations don't have a framework for understanding where they stand, let
alone a roadmap for moving forward.”

— McKinsey State of Al, 2025

SECTION 01

The 2026 Landscape

Where Al now sits in the enterprise

The pace and scale of enterprise Al deployment in 2024-2026 is without precedent. Three trajectories

define the landscape:

First, the technology has matured into production at scale. Where 2023 was the year of GenAl
experimentation, and 2024 the year of widespread pilots, 2025-2026 has been the year of production
deployment. Gartner forecasts that 40% of enterprise applications will feature task-specific Al agents by
the end of 2026, up from fewer than 5% a year earlier — an architectural shift in how enterprise software
is built and bought. The global Al agents market alone reached $10.91 billion in 2026, up from $7.63 billion
in 2025.

Second, financial services has emerged as one of the most aggressive adopters. A Bank of England survey
found that 75% of UK financial-sector firms were already using Al by 2024, and adoption has continued to
accelerate globally through 2025-26. Al investment among the world's largest financial institutions
averaged $22.1 million per firm in 2024. McKinsey's Global Banking Annual Review 2025 estimates that
agentic Al could deliver gross cost reductions of up to 70% in certain banking operational categories, with

net reductions of 15-20% across the total cost base once technology costs are factored in.

Third, the adoption-impact gap has become impossible to ignore. McKinsey's State of Al research finds
that despite 88% adoption, only 39% of organisations report any measurable EBIT impact and only 6%
qualify as 'high performers' capturing disproportionate value. The implication for Fortune 500 leadership
teams is clear: the question is no longer whether your competitors are using Al — they are — but whether

they have figured out how to extract enterprise-scale value from it before you have.
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Figure 1 — The Al adoption-maturity gap in 2026
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Sources: McKinsey State of Al 2025, Gartner Al Maturity Survey 2026 (transform.absolute=100%).

Figure 1 illustrates the gap with clarity. The funnel from broad adoption to mature deployment is steep:
88% use Al somewhere, 72% use GenAl, but only 23% are actively scaling agentic Al in any business
function, and a mere 6% have achieved high-performer status. The 23-point gap between GenAl use and
successful agentic scaling — and the 33-point gap between any Al adoption and measurable EBIT impact

— represent the most consequential strategic question of 2026.

SECTION 02

Three Waves of Enterprise Al

From predictive analytics to autonomous agents

Understanding the current Al landscape requires distinguishing between three distinct waves of
capability, each with different deployment characteristics and strategic implications. Most Fortune 500
organisations are simultaneously operating across all three — and most are over-invested in the first

wave, under-invested in the third.

Capability Typical Use Cases Maturity in FS (2026)

Wave 1 Predictive Machine learning models Fraud detection, credit scoring, churn Highly mature — in
Al trained on historical data production for 10+
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Capability Typical Use Cases Maturity in FS (2026)

to predict outcomes prediction, risk modelling years at scale

Wave 2 Generative  Large language models Document drafting, customer service, Rapid scaling —

Al generating text, code, code generation, intelligent search production at most
summaries, and synthetic Tier-1 institutions
data

Wave 3 Agentic Al Autonomous systems End-to-end claims processing, Early production — 23%
planning multi-step autonomous trading workflows, complex of organisations scaling
workflows with minimal compliance monitoring in at least one function

human initiation

Wave 1 is well-understood and continues to deliver substantial value. JPMorgan's OmniAl fraud detection
platform processes transaction patterns continuously, contributing to fraud prevention worth billions
annually. American Express's transaction-monitoring Al analyses billions of transactions in real time. These

are mature, well-governed systems — but they are also, increasingly, table stakes.

Wave 2 — Generative Al — is where most current enterprise investment is concentrated. JPMorgan's LLM
Suite, recognised as American Banker's 'Innovation of the Year 2025,' is the canonical example: a
proprietary platform connecting employees to large language models from OpenAl and Anthropic,
integrated with the bank's internal data and applications. About 250,000 employees now have access,
excluding branch and call-centre staff, and roughly half use it daily. The platform refreshes every eight
weeks. A five-page investment-banking deck that once required hours of junior banker time is now

produced in approximately 30 seconds.

Wave 3 — Agentic Al — is where competitive advantage is now being established. Agentic systems differ
from Wave 2 not in raw capability but in autonomy: they plan, decompose tasks, take multi-step action,
and self-evaluate against defined objectives with minimal human initiation. JPMorgan now has over 450
agentic use cases in production, with plans to expand to 1,000 by year-end 2026. McKinsey predicts Al
agents could add $2.6 to $4.4 trillion in annual value across enterprise use cases. The shift from Wave 2 to
Wave 3 is the most strategically significant transition of the decade — and it is where the production-pilot

gap is widest.
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SECTION 03

Inside the Production Frontier

JPMorgan Chase: a study in disciplined scaling

No enterprise Al deployment has been documented in more public detail than JPMorgan Chase's. It is
worth examining closely, because it represents both what is now possible and what the operating

discipline behind it actually requires.

PROOF POINT — JPMORGAN CHASE LLM SUITE

~250,000 employees with access; approximately half use it daily.

450+ agentic Al use cases in production, targeting 1,000 by end of 2026.

~$1.5-$2 billion annual business value disclosed publicly — a figure rare among banks.
30-40% reduction in routine operational workflow time.

10-20% efficiency gains for engineering teams using Al coding assistants.

5-page investment banking deck generated in ~30 seconds (vs. hours).

$18 billion annual technology budget; $19.8 billion projected for 2026.

#1 global Al maturity ranking among banks (Evident Al Index, 2025).

The strategic lessons from JPMorgan's deployment are not the headline numbers. They are the operating

discipline that produced them:

Governance before deployment. Chief Analytics Officer Derek Waldron has publicly emphasised that the
firm invested deliberately in data governance before scaling production Al — an investment widely
credited with preventing downstream failures and compliance issues that have stalled less disciplined
competitors. The bank operates a C-suite-led Al governance council focused on transparency, compliance,

and ethical oversight.

Two-pillar value creation. The bank uses a deliberate combination of top-down reimagination of core
customer journeys (high-impact, structurally important programmes) and bottom-up self-service
innovation (broad employee enablement via LLM Suite). Both pillars run simultaneously; neither alone

would be sufficient.

New job families. The bank has formalised the emergence of new role types — prompt engineers evolving

into context engineers (specialists in conveying business logic to Al systems) and knowledge managers

© 2026 Experience Transformation Ltd. - Confidential Page 6



THE LATEST USES OF Al IN BUSINESS & DIGITAL TRANSFORMATION - EXPERIENCE TRANSFORMATION - 2026

(responsible for curating institutional knowledge for Al consumption). These are not theoretical job

categories; they are filled positions with defined competencies.

Honest acknowledgement of the value gap. Waldron has been publicly candid: 'There is a value gap
between what the technology is capable of and the ability to fully capture that within an enterprise.' This is

the right framing. The technology is largely available. The execution capability is not.

Workforce restructuring with eyes open. In May 2025, the head of JPMorgan's consumer banking division
told investors that operations staff would fall by at least 10% over five years as Al scales. The bank has not
avoided this conversation; it has structured it. CEO Jamie Dimon hosted a four-day executive retreat in July

2025 focused specifically on workforce and apprenticeship implications.

“Every employee will have their own personalised Al assistant; every process is
powered by Al agents; and every client experience has an Al concierge.”

— Derek Waldron, Chief Analytics Officer, JPMorgan Chase

SECTION 04

Beyond JPMorgan

Production Al at European and Asian banks

JPMorgan is the most public reference point, but the strategic pattern — large-scale, governed, in-house
Al platforms with measurable value disclosure — is now visible at major banks across Europe and Asia.
Three institutions illustrate the breadth of the shift in 2025-2026.

Lloyds Banking Group: the rare clear before-and-after

Lloyds disclosed in its January 2026 annual results that generative Al delivered approximately £50 million
in value during 2025, with £100 million+ targeted for 2026 as the bank scales agentic Al across its
operations. This is unusually rigorous public disclosure: a measured prior-year baseline against a stated
forward target. The 2025 result reflects over 50 GenAl solutions in production, with a common technology

spine on Google Cloud's Vertex Al, supporting 300+ data scientists. Specific deployments include:

e Athena Knowledge Management Tool — used by ~20,000 colleagues, reducing search times by an

average of 66% by grounding GenAl answers in an authorised 13,000-article corpus.
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e GitHub Copilot for Engineers — deployed to ~5,000 engineers, with the bank reporting 50%
improvement in converting legacy code for established systems.

e Al HR assistant — resolving approximately 90% of HR queries correctly on first contact.

e Envoy — Lloyds' in-house agentic Al platform launched on Google Cloud in May 2026, enabling

reusable agents with memory persistence across customer interactions.

e The first agentic Al deployment to UK retail customers — a financial assistant integrated into the
mobile app reaching 21+ million customer accounts, currently in expansion across mortgages,

vehicle finance, and insurance products.

Lloyds also became the first UK FTSE 100 firm to integrate an Al 'board bot' (April 2026) developed by
Board Intelligence, designed to mitigate human bias in boardroom decision-making — itself a notable

signal about where Al assistance is now considered appropriate.

BBVA: the Al Factory model

BBVA's 'Al Factory’ — now 400 people strong — has industrialised the bank's Al delivery. Its virtual
assistant Blue, which has been operating for five years across banking channels, was upgraded with
generative Al in 2025 to handle 150+ customer actions including transaction completion and account
servicing. When ING undertook a comparable upgrade earlier, it reported a 20% increase in the customer
problems its chatbot was able to solve. The strategic point: BBVA's Al Factory operates a code library of
reusable 'Lego pieces' — pre-built components Al developers can compose into new use cases —

accelerating production deployment far beyond what bespoke pilot work allows.

ING: training as strategy

ING's distinctive approach has been workforce-led. The bank launched a mandatory generative Al e-
learning programme in 2024 that 92% of its workforce completed, according to its annual report. This is
not corporate communications — it is the talent infrastructure required to extract value from Al
investment. ING ranks in the top-10 for talent in the Evident Al Index, and the bank's stated aim is to build

a 'healthy pipeline of future Al leaders' and help workers 'Al pivot' into new role profiles.
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The UK Big Four: parallel platforms, distinct strategies
Beyond Lloyds, the rest of the UK's major banks have each made significant 2025-2026 Al commitments,
with strategies that diverge in instructive ways — useful comparators for any Fortune 500 organisation

thinking through its own approach:

e NatWest Group invested £1.2 billion in technology, data and Al in 2025, with software engineers
now generating 35% of the bank's code via Al tools and all 60,000+ staff given access to Microsoft
Copilot Chat and an internal LLM. The bank disclosed concrete 2025 outcomes: 70,000+ hours
saved through automated Al call summaries in retail; 30% more client time for relationship
managers in wealth management; 150% boost to customer-satisfaction scores reported on the
Cora digital assistant. NatWest now positions 2026 as its breakthrough customer-facing year:
25,000 customers receiving access to an agentic financial assistant within Cora by end-Q1 2026,
underpinned by OpenAl models — one of the first customer-facing agentic deployments by a UK
bank, alongside Lloyds. The bank also appointed its first Chief Al Research Officer, Maja Pantic,
with a research mandate covering audiovisual conversational Al, multi-biometrics, and proprietary

small language models.

e HSBC in March 2026 became the first major UK bank to appoint a dedicated C-suite Chief Al
Officer — promoting David Rice (previously COO of Corporate and Institutional Banking) to a
standalone leadership role reporting at the highest organisational levels. This followed a multi-year
generative Al partnership with French Al firm Mistral signed in December 2025. CEO Georges
Elhedery framed the appointment as responding to clients wanting services 'uniquely aligned to
their specific needs, and fast'. The role is paired with an expanded remit for CTO Mario Shamtani
covering core platform modernisation and a centralised Al framework giving staff multi-model

access — explicitly designed to avoid single-vendor dependency.

e Barclays deployed Microsoft 365 Copilot to 100,000 employees globally in collaboration with
Microsoft, integrating generative Al and agentic Al capabilities directly into its internal productivity
tools. The deployment includes a Colleague Al Agent (a self-service assistant enabling HR queries,
business travel booking, and policy compliance checks via natural language) and a Colleague Front
Door (an agentic dashboard on Microsoft Viva centralising desk and leave bookings alongside
personalised announcements). Barclays has invested heavily in its internal Al platform and
expanded its machine learning engineering teams in parallel.

The pattern across the UK Big Four is now consistent — and worth naming explicitly for any C-suite
weighing strategy. Each major UK bank has built an in-house Al platform, designated senior leadership
accountability, deployed Al productivity tools across the workforce, and is moving aggressively from
generative pilots to customer-facing agentic deployment in 2026. The differentiation between them is no

longer whether they are doing this; it is the speed and discipline of execution.
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Figure 3 — Publicly disclosed annual Al value at major banks (USD)
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Sources: JPMorgan investor disclosures (2024); DBS / RBC investor briefings; Lloyds Banking Group annual results (Jan 2026). GBP-USD at 1.375.

Figure 3 shows the publicly disclosed Al value figures at major banks side-by-side. JPMorgan leads at $1.5-
$2 billion annually (2024 disclosed); DBS has guided to approximately $750 million by 2028; RBC to $700
million by 2027. Lloyds is the only bank to have disclosed both a measured prior-year result (~$69 million
in 2025) and a forward target (>$137 million in 2026), making it the most useful reference for ROI
evaluation. These figures should be read with caution — definitions vary, and disclosure is selective — but
the directional message is unambiguous: Al value at scale is now a measurable line item in banking

financial performance, not a strategic abstraction.

SECTION 05

Al in Financial Services: The Use-Case Map

Where production deployment is delivering measurable returns

The most useful question for a Fortune 500 CEO is not 'what could Al do' but 'where is it actually delivering
measurable returns at scale?' The answer in 2026 is increasingly specific. The following section profiles the
use cases that have moved from pilot to production, with named institutional proof points and disclosed

metrics.
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Figure 2 — Reported Al impact by financial-services use case (2025-26)
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Figures reflect organisation-specific disclosures and analyst estimates; results vary by scope and definition.

Retail Banking: Customer-Facing Intelligence

Bank of America's Erica virtual assistant has surpassed 3 billion client interactions since its 2018 launch,
averaging more than 58 million interactions per month with approximately 20 million active users
annually. The system handles a 700+ response library, has undergone 75,000+ updates, and has been
recognised as Global Finance magazine's top US consumer bank Al deployment. American Banker
reported in January 2026 that Erica 'does the work of 11,000 people' — a deliberate framing that

emphasises capacity expansion rather than headcount reduction.

The strategic point: Erica is not impressive because of its conversational capability. It isimpressive because
it represents seven years of compounding investment in a single customer-facing Al system, governed and

refined continuously. Most competitors are at year one of what Bank of America began in 2018.

Investment Banking & Wealth Management

BlackRock's Aladdin Wealth platform launched its 'Auto Commentary' GenAl feature in October 2025, with
Morgan Stanley Wealth Management as the first deployment partner. The tool synthesises portfolio
analytics, firm-level CIO market outlooks, and individual client investment preferences into tailored
narratives that financial advisors can use in real-time client conversations. The pattern matters: rather
than replacing the advisor, the Al absorbs hours of manual data-gathering, freeing the advisor to focus on

the high-value relationship work that Al cannot replicate.
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Since October 2025, deployment has expanded rapidly. Wells Fargo's Advisor Gateway (launched May
2026), CMB Monaco (March 2026), Danske Bank, and Allianz Bank are now operating on the integrated
Aladdin Wealth platform. This is what late-stage scaling looks like in regulated wealth management: not

transformative pilots, but rapid platform consolidation across global wealth managers.

Insurance: Al-Native Operating Models

The insurance sector contains the clearest examples of Al being deployed not to optimise existing
processes but to enable fundamentally different operating models. Lemonade, the Al-native insurer,
reported in its Q4 2025 shareholder letter that Al-powered automation drives loss adjustment expense
(LAE) ratios of approximately 4% — materially lower than traditional models. By year-end 2025, 96% of
first notices of loss were handled by Al chatbots without human intervention, and 55% of all claims were

fully automated start-to-finish, resolving in seconds rather than weeks.

The economic implications are striking. Lemonade reports in-force premium per employee exceeding $1
million, attributing this to 'deeply embedding LLMs within our proprietary technology stack.' This is not
incremental productivity — it is a categorically different cost structure. Meanwhile, Tractable's computer-
vision platform now provides Al damage assessment to over 30 insurers worldwide, producing damage
estimates in minutes with accuracy matching experienced human adjusters. Zurich Insurance's Al
underwriting platform processes commercial insurance applications in under five minutes — against an

industry average of 3-10 business days.

The European incumbents are now matching the Al-native pace where it matters. Lemonade's cost
structure is enabled by the absence of legacy systems; the question for traditional insurers has been
whether equivalent operating leverage is achievable on legacy estates. The 2025-2026 evidence suggests
it is. Aviva has deployed over 80 Al models across its UK claims operation, delivering an estimated £100
million+ in claims-transformation savings to date and reducing average claim-assessment time by
approximately 23 days. In November 2025, Aviva launched the protection industry's first GenAl
underwriting summarisation tool for individual life insurance — extended to Critical lliness cover in March
2026 — which has halved the time underwriters spend reviewing each medical case. The bank's next step,
announced in early 2026, is an in-house, voice-enabled Al claims agent capable of handling simple claims

end-to-end without human support.
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AXA's deployment is even broader. The group reports more than 60 agentic Al use cases in testing or
partial deployment, particularly in contact centres, underwriting, and claims. AXA's Secure GPT platform is
now applied to the 3.5 billion documents the group manages globally, summarising content, extracting
key information, and automating document, image, voice and video processing at scale. A RAG-based
underwriting pilot reduced the average time required to assimilate information from underwriting guides
from 10 minutes to under three minutes per query, with 86% of participating colleagues rating the tool at
8 out of 10 and reporting increased decision confidence. The strategic significance: Aviva and AXA
demonstrate that the Al operating-model transition is not limited to Al-native insurers — incumbents
with substantial legacy estates are now achieving comparable per-process gains, provided they invest in

the platform and governance discipline that scale requires.

SECTION 06

The Skeptical View

What the contrarian evidence actually says

A whitepaper that presents only the bullish case on enterprise Al is not credible to a Fortune 500 C-suite
that is reading the contrarian analysis too. The honest picture in 2026 includes substantial evidence that,
at the macroeconomic level, the Al productivity revolution has not yet materialised. Three pieces of recent

research deserve consideration:

Goldman Sachs, March 2026. A widely-discussed research note by senior US economist Ronnie Walker
analysed Q4 2025 S&P 500 earnings calls and concluded: 'We still do not find a meaningful relationship
between productivity and Al adoption at the economy-wide level.' Goldman found that 70% of S&P 500
management teams discussed Al on earnings calls, yet only 10% quantified its impact on specific use
cases and just 1% quantified earnings impact. Goldman estimates the contribution of Al to GDP growth at
0.1-0.2 percentage points — essentially zero in macroeconomic terms — despite the $667 billion in

projected 2026 hyperscaler capex driving 1.5 points of capex growth.

NBER, February 2026. A National Bureau of Economic Research study surveying 6,000 executives found
that the vast majority of companies see no productivity impact from Al whatsoever. Among the broader
Russell 3000, fewer than 20% of establishments are using Al for any business function at all — a much

narrower base than the headline McKinsey figures suggest.
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Workforce impact, March-April 2026. During the same 90-day window in which Goldman published its
productivity findings, Amazon cut 30,000 corporate jobs citing Al, Oracle set aside $2.1 billion for Al-driven
restructuring, and Block eliminated 40% of its global workforce on Al-driven structural rationale. Goldman
has separately forecast that 6-7% of US workers (up to 11 million jobs) could ultimately be displaced by Al

automation.

These findings do not invalidate the case for enterprise Al investment. They sharpen it. The pattern is one
of asymmetric realisation: Goldman itself identified a 30% productivity boost in two specific use cases —
customer support and software development — even while finding no economy-wide effect. The
conclusion that follows is the one this brief has been arguing throughout: Al delivers extraordinary value in
narrow, well-implemented use cases, and limited value in the broad, undisciplined deployments that
constitute the majority of enterprise activity in 2026. The C-suite mandate is not to bet on the technology
in general — it is to identify the specific use cases where rigorous implementation will deliver measured

returns, and to ignore everything else until those returns are demonstrated.

THE ASYMMETRIC REALITY OF ENTERPRISE Al IN 2026

0.1-0.2pp Goldman Sachs estimate of Al's contribution to US GDP growth in 2026.

30% Goldman's measured productivity gain in customer support and software development —
among firms that implemented Al rigorously.

1% Of S&P 500 management teams quantifying Al's earnings impact (vs 70% discussing Al on
earnings calls).

The gap is execution, not technology. Goldman's narrow-use-case finding aligns precisely with
McKinsey's 6% 'high-performer' figure — both point to the same conclusion: a small minority of
organisations are capturing disproportionate value from Al, and the difference is operating
discipline.
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SECTION 07

Al Security and the Agentic Risk Surface

The board-level cybersecurity conversation that has emerged in 2026

Until recently, Al security was a niche technical topic confined to ML engineering teams. In 2026 it is a
board-level governance concern with measurable financial and regulatory consequences. The shift has
been driven by the move from contained generative Al (chatbots producing outputs that humans
evaluate) to agentic Al (autonomous systems taking real-world actions on behalf of organisations). The risk

surface has fundamentally changed.

Why agentic Al changes the security calculus

In a traditional GenAl chatbot, a successful prompt injection produces an inappropriate response —
embarrassing but contained to the conversation. In an agentic system, a successful prompt injection can
hijack the agent's planning, execute privileged tool calls (database queries, code execution, email sends,
financial transactions), persist malicious instructions in memory across sessions, and propagate attacks

across connected systems. The blast radius has grown from embarrassing to catastrophic.

OWASP's December 2025 release of the Top 10 Risks and Mitigations for Agentic Al Applications (ASI Top
10) 2026 formalised this. The framework identifies new risk classes that did not exist in traditional LLM
applications: Agent Goal Hijack (ASIO1), runtime supply chain composition (ASI04), persistent memory
poisoning, and inter-agent trust failures. Prompt injection — already designated LLMO1 (the highest-
priority vulnerability) in OWASP's 2025 LLM Top 10 — becomes substantially more dangerous when

amplified through agentic execution.

Documented incidents
This is not theoretical. Real incidents documented in OWASP's Q1 2026 Exploit Round-Up include:

e Replit Al coding agent (July 2025) — wiped an entire production database during an active code-
and-action freeze.
e Apiiro research — found that privilege escalation paths jumped 322% in Al-generated code.

e Indirect prompt injection via link previews — link preview features in messaging apps and
observability dashboards turned into data-exfiltration pathways when Al assistants ingest
untrusted external content.

e Multi-agent trust failures — agents treating instructions from other agents as trusted, creating
internal attack surfaces requiring no external attacker.

© 2026 Experience Transformation Ltd. - Confidential Page 15



THE LATEST USES OF Al IN BUSINESS & DIGITAL TRANSFORMATION - EXPERIENCE TRANSFORMATION - 2026

The regulatory response

On 17 February 2026, the US National Institute of Standards and Technology (NIST) announced the Al
Agent Standards Initiative, the first US government framework specifically targeting autonomous Al
systems. NIST identified four characteristics of Al agents that existing frameworks (including the NIST Al
Risk Management Framework) cannot adequately address: autonomous real-world actions, dynamic tool-
switching, persistent memory as an attack surface, and non-deterministic behaviour. The Center for
Internet Security followed with 'Prompt Injections: The Inherent Threat to Generative Al' (March 2026),
framing prompt injection as the Al equivalent of living-off-the-land techniques and recommending Al

security assessments be incorporated into standard penetration testing.

The practical implication for Fortune 500 boards. Al security is no longer a delegated technical concern. It
is a governance question with three specific board-level dimensions: (1) what tools and data does each
deployed agent have access to, and is that access genuinely necessary; (2) what monitoring, kill-switches,
and human-in-the-loop checkpoints exist; (3) what is the institution's exposure under GDPR, the EU Al Act,
and sector-specific regulation if an agent takes a consequential action incorrectly. The leading institutions
are treating agent identity, access management, and entitlements as a first-order capability — JPMorgan's

Derek Waldron has publicly named this as one of the most critical capability gaps in the industry.

SECTION 08

The Workforce Conversation

What Al is actually doing to enterprise headcount

The most uncomfortable enterprise Al conversation in 2026 is the workforce one. The data does not
support either of the two narratives that dominate public discussion — neither 'Al is augmentation, not
replacement' nor 'mass unemployment is imminent.' The reality is more specific, more local, and more

uneven.
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What the disclosures actually show

Five specific data points define the current landscape:

e JPMorgan Chase has publicly forecast that operations staff will fall by at least 10% over five years
as Al scales (May 2025 investor disclosure).

e Amazon cut 30,000 corporate jobs in early 2026, explicitly citing Al as the structural rationale.
e Oracle set aside $2.1 billion for Al-driven restructuring across thousands of roles, January 2026.

e Block (formerly Square) eliminated approximately 40% of its global workforce in early 2026, with

the CEO stating Al made those positions structurally unnecessary.

e At the 50 largest banks tracked by Evident, US banking headcount has dropped 3% since June
2023 — while Al-specialist hiring at the same banks has grown nearly 24% over the same period.

The pattern beneath the numbers

The Evident data — headcount down 3%, Al hiring up 24% — captures the actual transition. Al is not
producing wholesale job elimination across enterprises; it is producing role compositional change at
scale. Operations staff, junior-level analysts, repetitive-process workers, and entry-level coders are being
reduced. Al specialists, context engineers, knowledge managers, Al governance officers, and Al-
augmented relationship managers are being hired. The total workforce is contracting modestly; the

composition is shifting dramatically.
This has three immediate implications for the Fortune 500 C-suite:

1. The traditional apprenticeship model is breaking. Junior bankers, paralegals, junior software
engineers, and junior analysts learned by doing routine work. Al now does much of that routine work.
JPMorgan's Jamie Dimon hosted a four-day executive retreat in July 2025 specifically focused on this issue.
The institutions that solve it — by redesigning how new entrants build judgment in an Al-augmented

environment — will retain talent pipelines that competitors are unintentionally dismantling.

2. The pyramid is flattening. When Al agents handle routine cognitive work, the traditional pyramid of
senior-supervises-junior compresses. JPMorgan's stated vision is one human supervising 20-30 Al agents.
The implication for organisational design is profound: spans of control widen, middle management

compresses, and the operating leverage of any individual senior decision-maker increases dramatically.

3. Workforce communication has to be honest. Institutions that talk about 'augmentation' while quietly
cutting headcount are eroding trust with their employee base in measurable ways. The institutions that
handle this best — by naming the transition directly, investing materially in retraining (ING's mandatory
92%-completion Al training is the reference benchmark), and providing structured pathways for role

transitions — are protecting the cultural capital they will need to deliver further transformation.
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SECTION 09

Build, Buy, or Partner

The strategic decision underneath every Al deployment

Beneath every enterprise Al decision sits a strategic question that is rarely surfaced explicitly: should we
build our Al capability in-house, buy it from established vendors, or partner through APl access to
foundation model providers? The right answer for any given organisation depends on its scale, regulatory
exposure, data sensitivity, and existing engineering capability — but the pattern at the most sophisticated

institutions is now unmistakable and worth understanding.

The in-house platform pattern

The leading Fortune 500 financial institutions are converging on a distinctive architecture: proprietary, in-
house Al platforms that connect employees to external foundation models (OpenAl, Anthropic, Google)
while retaining control over data, governance, and integration. JPMorgan's LLM Suite is the most
documented example; Lloyds' Envoy (launched May 2026) follows the same pattern on Google Cloud
Vertex Al; NatWest has disclosed an internal copilot; HSBC operates agent infrastructure on Azure;

Goldman Sachs operates 'Devin," a single-domain specialised agent for software engineering.

This pattern is not accidental. It reflects four structural factors that point in the same direction for any

regulated, data-sensitive Fortune 500 institution:

e Data sovereignty. Sensitive enterprise data must not leak to foundation model providers. In-house

platforms enforce this at the architectural level.

e Vendor concentration risk. Single-provider dependency creates strategic vulnerability. In-house
platforms with multi-model routing (LLM Suite uses both OpenAl and Anthropic) provide
optionality.

e Cost optimisation at scale. Median enterprise monthly LLM bills grew 7.2x year-over-year through
Q1 2026. Routing tasks to the most cost-effective model for each use case becomes a material P&L
decision.

e Governance and explainability. Regulated institutions need audit trails, prompt logging, evaluation
metrics, and access controls that vendor-supplied tools do not provide at the required depth.
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When to buy vs build

The decision framework that has emerged at sophisticated institutions: build the platform; buy the
models; partner on the use cases. The platform — orchestration, routing, governance, observability,
security — is increasingly strategic and increasingly proprietary. The models are commodities provided by
foundation model labs. The use cases — claims automation, customer service, code generation, document
intelligence — are often best delivered by specialist vendors whose products are integrated into the in-

house platform.

The vendor concentration question deserves direct attention. Microsoft (via OpenAl), Google, Anthropic,
and Amazon (via AWS Bedrock) collectively dominate the foundation model market. Goldman Sachs has
projected $667 billion in 2026 hyperscaler Al capex — a level of capital intensity that effectively forecloses
new entrants. Fortune 500 boards should treat their foundation model relationships with the same
strategic scrutiny they apply to other critical infrastructure dependencies: diversify where possible,
maintain optionality through multi-model platforms, and structure commercial relationships that survive

vendor consolidation.

SECTION 10

Why Most Al Programmes Underperform

The five recurring failure patterns

If 88% of organisations have adopted Al and only 6% are extracting disproportionate value, the difference
is not technology. The technology is largely uniform — most enterprises are running the same models
from the same providers. The difference is organisational and operational. After delivering enterprise
transformation programmes for Fortune 500 institutions across 65+ markets over three decades, | have

observed five recurring failure patterns:

1. Pilot proliferation without production scaling

The most common pathology: dozens of Al pilots running in parallel across business units, each with its
own data infrastructure, governance approach, and success criteria. Each pilot generates a slide deck. Few
graduate to production. McKinsey's research finds that nearly two-thirds of organisations have not yet
begun scaling Al across the enterprise. The discipline is not to run more pilots — it is to ruthlessly
consolidate around the two or three use cases that have demonstrated ROl and engineer them for

enterprise scale.
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2. Confusing technology adoption with capability building

Buying access to GPT-5 or Claude does not constitute an Al capability. The actual capability — the data
infrastructure, governance frameworks, prompt and context engineering disciplines, evaluation
methodologies, and integration patterns — takes 18-24 months to build, and is not vendor-supplied.
Organisations that have outsourced these capabilities to Al vendors are now discovering that they have

rented a capability rather than building one.

3. Underestimating the data quality prerequisite

Generative Al is only as good as the data it operates on. Every major enterprise GenAl use case —
customer service automation, document intelligence, decision support, contract analysis, demand
forecasting — depends on the quality, accessibility, and governance of underlying enterprise data.
Organisations with fragmented, poorly governed, or siloed data are finding their Al investments
underperform. Retrieval-Augmented Generation (RAG), the dominant enterprise GenAl architecture,
depends entirely on data being organised, indexed, and accessible. Data modernisation is not a

prerequisite for Al — it is the same initiative.

4. Treating governance as a brake rather than an enabler

The EU Al Act, FCA Consumer Duty, NAIC Al bulletins, EIOPA frameworks, NIST Al Agent Standards, and US
state-level legislation are not optional constraints. They are the operating environment. Organisations
that treat Al governance as a compliance exercise — to be addressed after deployment — are
accumulating regulatory exposure that will materialise as enforcement actions, remediation costs, and
reputational damage. Conversely, JPMorgan's explicit decision to invest in data governance before scaling
production Al is the definitive practitioner endorsement: governance is what makes scale possible and

safe.

5. Avoiding the workforce conversation

As Section 8 detailed, Al changes work. Organisations that avoid this conversation — that talk about
‘augmentation’ without naming the underlying reality of compositional change — generate confusion and
erode trust. The institutions that handle this best are those that name the implications directly, invest
substantially in retraining, and structure honest dialogue at executive level. The pattern is: name it, plan

for it, invest in the transition, communicate continuously.

© 2026 Experience Transformation Ltd. - Confidential Page 20



THE LATEST USES OF Al IN BUSINESS & DIGITAL TRANSFORMATION - EXPERIENCE TRANSFORMATION - 2026

SECTION 11

The Regulatory Environment

What every Fortune 500 board needs to understand in 2026

Al governance is no longer a niche legal topic. In 2026, it is a board-level strategic concern with measurable
financial and reputational consequences. The regulatory environment has matured rapidly across
jurisdictions, and Fortune 500 organisations operating globally must now manage a network of

overlapping frameworks.

Regulation Status What CEOs Must Know
EU Al Act Annex Il high-risk Al compliance Compliance programmes for high-risk Al in HR,
deferred to 2 December 2027; Annex | credit, customer scoring, and insurance

(embedded products) to 2 August 2028, underwriting should be in build now. 18-24
following the Digital Al Omnibus political month programmes started in 2026 will be tight
agreement reached 7 May 2026 (subject for late 2027.

to formal adoption). Prohibited Al

banned February 2025; GPAI obligations

August 2025.

UK FCA Consumer Duty Fully in force since July 2023; now a Al used in customer outcomes (pricing, claims,
2025-2030 strategic supervisory priority advice, support) must be capable of explanation,
with multi-firm reviews active. fairness testing, and demonstration that good

consumer outcomes are being delivered.

UK pro-innovation No bespoke UK Al rulebook. Regulators UK approach is principles-based, outcomes-

posture (FCA / BoE / PRA) apply existing frameworks (Consumer focused, and technology-agnostic — the
Duty, SM&CR, Operational Resilience opposite of the EU's prescriptive rulebook. Firms
SYSC 15A, Model Risk Management have more flexibility, but also less prescriptive
$S1/23). FCA Al Live Testing programme cover: 'meeting the principles' is the bar, and
launched Oct 2025; second cohort Apr senior accountability under SM&CR applies to Al
2026. PRA 2026 supervisory priorities outputs.

explicitly include Al.

NIST Al Agent Standards Announced 17 February 2026 — first US Standards address autonomous real-world
government framework specifically actions, dynamic tool-switching, persistent
targeting autonomous Al systems. memory as attack surface, and non-deterministic

behaviour. Existing Al RMF is no longer sufficient
for agentic deployments.

NAIC Al Model Bulletin Adopted by Colorado, New York, Al used in insurance underwriting, pricing,
(US) California and other states. State-level claims, fraud, and customer management must
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RegUIaﬁon What CEOs Must Know

enforcement under existing supervisory be inventoried, risk-classified, bias-tested, and
authority. explainable.

EIOPA (EU Insurance) Al governance expectations active; Insurance pricing and underwriting Al classified
specific high-risk classifications applying as high-risk under EU Al Act — explainability,
through EU Al Act phasing. human oversight, and conformity assessments

required.

GDPR (EU/UK) Fully in force; over €7.1 billion Al systems processing personal data must satisfy
cumulative fines since 2018. data minimisation, purpose limitation, and

individual rights (including automated decision-
making provisions under Article 22).

The practical implication: the General Counsel, Chief Data Officer, Chief Information Security Officer, and
a newly emerging C-suite role — the Chief Al Officer or equivalent — must now operate as a single,
coordinated team. 56% of enterprises now have an 'Al agent owner' or 'agentic ops' lead, up from 11% in
2024 — the largest single organisational shift in the Al landscape. The historical pattern — data
governance handled separately from Al governance, handled separately from cybersecurity, handled
separately from regulatory compliance — generates exposure that may not become visible until an

enforcement action makes it visible.

UK and EU: the strategic divergence that matters

For any Fortune 500 institution operating across both jurisdictions, the UK and EU have now deliberately

taken opposite approaches to Al regulation — and this divergence is itself a board-level strategic factor.

The EU has chosen prescriptive harmonisation through the Al Act: a single legal instrument with defined
risk categories, conformity assessments, and explicit penalty regimes. Even with the Digital Al Omnibus
deferrals, the direction is unambiguous. Compliance for high-risk Al systems is a multi-year programme
with defined deliverables. The trade-off: legal certainty in exchange for inflexibility and substantial

implementation cost.
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The UK has deliberately chosen the opposite path. In January 2026, DSIT and the Department for Business
and Trade issued strategic letters to 19 regulators — including the FCA, Bank of England, and PRA —
directing them to publish plans for enabling safe Al-powered innovation. On 1 April 2026, the BoE and PRA
published their response reaffirming a technology-agnostic approach: Al risks will be managed through
existing frameworks (Consumer Duty, SM&CR, SYSC 15A operational resilience, S51/23 model risk
management) rather than through a bespoke Al rulebook. The FCA's Al Live Testing programme provides
regulated sandbox infrastructure, with a second cohort launched in April 2026. The FCA's Al Consortium,
established May 2025, is specifically examining concentration risks from third-party model providers —

directly relevant to any firm dependent on OpenAl, Anthropic, Microsoft or Google.

For C-suites operating on both sides of the Channel, the strategic implications differ. In the EU, the
discipline is documentation, classification, and conformity assessment — building the evidence base
required to demonstrate compliance against prescriptive standards. In the UK, the discipline is outcomes
evidence and senior accountability — demonstrating to the FCA that customer outcomes meet the
Consumer Duty bar, and that Senior Managers under SM&CR have personal oversight of Al-driven
decisions. Both approaches are converging on the same end-state — accountable, governed Al
deployment — but the path is genuinely different, and a single compliance programme designed for the

EU will not satisfy UK supervisors, and vice versa.

SECTION 12

Your Al Maturity Diagnostic

A four-stage framework for the C-suite to apply directly

Before allocating further Al investment, it is worth understanding where your organisation actually sits on
the maturity spectrum. The diagnostic below is designed to be completed by a CEO and Chief Data/Al

Officer together in a single sitting. It does not require technical expertise — it requires honest answers.
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Al Strategy

Use Cases

Data Foundation

Governance

Workforce

Security

Stage 1: Reactive

No formal Al strategy.

Pilots run
independently.

Many pilots, few in
production.

Fragmented data
estate. Quality issues
unresolved.

Compliance-only
mindset. Al
governance ad hoc.

No specialist Al team.

Adoption ad hoc.

Al security not yet on
the board agenda.

Stage 2: Scaling

Strategy exists but
owned by IT/CTO.
Board sees activity,
not outcomes.

Multiple production
use cases, mixed ROI.

Consolidation
programmes
underway. Some
governance.

Policies exist;
inconsistently applied
across business units.

Small central Al team.
Limited business
integration.

Reactive — addressed
after deployment.

Stage 3: Disciplined

Al strategy is a board
agenda item. CEO
owns the outcome.

3-5 production use
cases with measured
ROI; pilots ruthlessly
culled.

Cloud-native data
platform with
semantic layer;
lineage tracked.

Formal framework
with cross-functional
ownership; agent
risks managed.

Al specialists
embedded in business
units; broad Al
literacy programme.

OWASP ASI Top 10
framework adopted;
agent access controls
enforced.

Stage 4:
Transformative

Al strategy
inseparable from
business strategy.
CEQ is a public
advocate.

Al embedded in core
operations; new
operating models
enabled.

Data is treated as a
product. Domains
own and certify.

Federated
governance
integrating data, Al,
security, regulatory.

Al fluency across
organisation; new
role families (context
engineers, knowledge
managers)
formalised.

Identity-based agent
security; continuous
red-teaming; CISO
and CAIO co-own.

Most Fortune 500 organisations will find themselves at Stage 2 in most dimensions, with pockets of Stage

3 in advanced functions and Stage 1 in others — particularly in security and governance. The value of the

diagnostic is not to benchmark against competitors. It is to identify the specific dimensions where

investment will have the greatest near-term commercial impact, and to surface honest internal

disagreement (which is itself often a governance signal).
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Recommended use. Complete the diagnostic with your CDO/CAIO and at least two business unit leaders.
Score each dimension independently. Compare. The disagreements are as informative as the consensus —

they reveal where perception and reality have diverged, which is itself a maturity issue worth surfacing.

SECTION 13

The CEO Action Agenda for 2026

Eight priorities, sequenced
This is the operating agenda for the Fortune 500 CEO who intends to extract value from Al investment in

2026. The priorities are deliberately sequenced: priorities 1-3 are foundational and should be addressed

first, regardless of current Al maturity.

1. Conduct an honest Al maturity assessment

Use the Section 12 diagnostic. Most CEOs do not know where their organisation actually sits. The pilot
count is not the answer. The relevant questions are: How many Al use cases are in production with
measured ROI? How many are scaled across business units or geographies? What percentage of the
workforce uses Al daily? Where is governance owned, and is that owner senior enough? If these questions
cannot be answered with specifics in the next 30 days, the Al programme is not yet a strategic asset — it is

an experimental portfolio.

2. Establish C-suite accountability with cross-functional authority

Al must be owned by a senior individual with budget authority, board visibility, and KPIs linked to
measurable commercial outcomes. The role is variously titled — Chief Al Officer, Chief Data and Al Officer,
Head of Agentic Operations — but the substance is consistent. The 56% of enterprises that have now

formalised this role are accumulating organisational learning that the remaining 44% are not.

3. Define 3-5 use cases for production-grade investment

Stop running 30 pilots. Pick three to five use cases with defined commercial outcomes, measurable ROI
targets, and named accountable executives. Production-engineer them. Then expand. The pattern in
successful deployments is uniform: narrow, deep, then broad. The Goldman March 2026 finding — 30%
productivity gains in customer support and software development specifically — reinforces this: Al value is

real but concentrated. Pick the right use cases and execute them rigorously.
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4. Build the Al-ready data foundation

Al deployment will expose every existing weakness in your data estate. Definitional inconsistencies across
business units, fragmented access controls, undocumented data lineage, untested data quality — all
become acute the moment Al systems begin operating on production data. The leading institutions have
addressed this directly: consolidated cloud-native data platforms (Databricks, Snowflake, hyperscaler-
native), shared semantic layers, embedded lineage and governance metadata, and federated access

control.

5. Build the in-house Al platform

As Section 9 detailed, the leading Fortune 500 financial institutions are converging on proprietary, in-
house Al platforms that orchestrate access to external foundation models while retaining control over
data, governance, and integration. The platform — orchestration, routing, governance, observability,
security — is increasingly strategic. The models are commodities. Build the platform; buy the models;

partner on the use cases.

6. Establish Al governance and security as first-order capabilities

Inventory every Al system. Classify each against regulatory risk categories. Conduct regular bias and
fairness testing. Adopt the OWASP Top 10 for Agentic Applications 2026 framework. Establish agent
identity and access management. Document model purpose, data sources, training methodology, and
decision logic. Maintain audit trails. The cost of doing this proactively is materially lower than the cost of

remediation after an enforcement action or security incident.

7. Invest in workforce capability — broad and specialist

Two parallel investments are required. The first is broad data and Al literacy across the entire workforce.
ING's mandatory 92%-completion training is the benchmark; JPMorgan's 'Al Made Easy' programme is a
closely-comparable model. The second is specialist depth: prompt and context engineers, Al/ML
engineers, knowledge managers, Al ethics specialists, agent operations leads. The talent strategy for 2026

is raising the floor while building specialist height — not competing for a small pool of PhD researchers.

8. Name and structure the workforce transition

Al will change roles and reduce headcount in operations functions over the next five years. The leading
institutions are naming the implications directly, investing substantially in retraining, and structuring
honest internal dialogue. Refusing to engage with this reality does not prevent it — it merely guarantees
the conversation happens reactively. The reputational and trust dividend of handling this well is material;

the cost of handling it poorly will compound.
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SECTION 14

Conclusion

The window is open. It is also narrowing.

Three years from now, in 2029, the gap between Al leaders and Al laggards within Fortune 500 industries
will likely be structural. The leaders will operate on a fundamentally different cost base, with a
fundamentally different customer experience, and with workforce models that have been deliberately
reshaped around Al-augmented work. The laggards will be attempting to catch up — and discovering, as is
the consistent pattern in technology-driven transformation, that the gap was easier to close in 2026 than it
is in 2029.

The window for closing the gap is not closed. The technology is now broadly available, the deployment
patterns are documented, and the institutional learning of the leaders is increasingly public. JPMorgan,
Lloyds, BBVA, ING, Bank of America, BlackRock, and the Al-native insurers have written substantial parts of
the playbook in public, in 2025-2026. The pattern they describe is consistent. The discipline they describe

is replicable. The window is narrowing only in the sense that compounding starts now.

The strategic argument of this brief is simple. Al in 2026 is not a technology decision. It is a leadership
decision, an operating model decision, a governance decision, a security decision, and a workforce
decision. The contrarian Goldman finding from March 2026 — no economy-wide productivity effect, but
30% gains in narrow use cases — is the most useful framing of the entire landscape. Al value is real,
measurable, and concentrated. The institutions that will lead in 2029 are those that, in 2026, picked the
right narrow use cases, built the platform and governance to scale them safely, and confronted the
workforce reality honestly. The CEOs who treat Al as such — and address the operating discipline that the
leaders have demonstrated — will be the leaders of 2029. The CEOs who continue to treat Al as an IT

initiative will not.

“The technology is largely uniform. The execution capability is not. The difference
between the Al leaders and the rest of the field in 2026 is not which models they
use. It is how they have built the operating discipline to extract value from them.”

— Dan Collins, Experience Transformation, 2026
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